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BLOG

President Biden Issues Major New Executive Order
Restricting Transfer of Americans’ Bulk Sensitive Data to
China

MARCH 1, 2024

On February 28, President Biden issued a major new executive order (E.O.) titled, “Preventing Access to Americans’

Bulk Sensitive Personal Data and U.S. Government-Related Data by Countries of Concern.”

The E.O. directs the Attorney General to issue regulations within 180 days that prohibit or restrict U.S. persons from

engaging in transactions with “countries of concern” involving the transfer of Americans’ bulk sensitive data or U.S.

government-related data. The E.O. does not identify “countries of concern,” but the U.S. Department of Justice (DOJ)

has already indicated that it intends to designate the following countries: China, Russia, Iran, North Korea,

Venezuela, and Cuba.

According to the E.O., this new national security program is necessary because “countries of concern” are trying to

access Americans’ sensitive personal data and U.S. government-related data. The E.O. further notes that “countries

of concern” can use this data to engage in malicious activities (e.g., espionage, blackmail, and tracking of political

dissidents). The E.O. instructs the Attorney General to ensure that the new regulations are “carefully calibrated” to

minimize the risks associated with the transfer of sensitive data to “countries of concern” while minimizing the

disruption to commercial activity.

The key takeaway is that companies will soon have yet another national security regime to navigate when engaging

in cross-border transactions involving China. The U.S. Department of the Treasury is currently working on

regulations that will restrict outbound foreign investments made in Chinese companies that are working on certain

types of cutting-edge technologies. Now, the DOJ is working on another set of regulations that will prevent the

large-scale transfer of Americans’ sensitive personal data to China.

The same day that President Biden issued the new E.O., the DOJ issued an Advance Notice of Proposed

Rulemaking (ANPRM) providing additional details on the intended scope of the new national security program. We

will provide a detailed summary of the ANPRM in a future blog post. If you have any questions about the E.O., please

contact the authors or your relationship partner.
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This entry has been created for information and planning purposes. It is not intended to be, nor should

it be substituted for, legal advice, which turns on specific facts.


