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The federal banking agencies under a

second Trump administration are expected

to be more receptive to industry proposals

geared toward growth. We’ve previously ex-

plored national trust banks1 to streamline

state licensing. Another option is for foreign

banks to enter the U.S. market by establish-

ing U.S. branches.

Because some countries have modernized

their banking systems in ways that currently

outpace the United States, certain non-U.S.

fintechs may constitute foreign banks and

be able to branch into the United States. This

option allows them to do more activities

more efficiently than U.S. fintechs are able

to under the current U.S. framework.

KEY TAKEAWAYS

E Non-U.S. fintechs that engage in bank-

ing in home countries that the Federal

Reserve has determined are subject to

“Comprehensive Consolidated Super-

vision” (“CCS”) can branch into the

United States with the approval of the

Federal Reserve and a state regulator

or the Office of the Comptroller of the

Currency (“OCC”).

E Assuming a non-U.S. fintech obtains a

federal branch license from the OCC,

it can engage in practically every ac-

tivity a national bank can, other than

accepting FDIC-insured deposits.

Many fintech lenders don’t want to do

that anyway. And it doesn’t stop them

from accepting uninsured deposits

(i.e., those above $250,000).

E Establishing a federal branch avoids

the legal uncertainty involved with the

OCC’s “special purpose national bank

charter” as well as 50-plus state money

transmission, consumer lending, and
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other licenses. It also avoids the chartering/

acquisition and FDIC deposit insurance ap-

plication process that can be subject to delays.

One non-U.S. payments company2 has al-

ready taken advantage of this option.

E U.S. fintechs cannot take advantage of this

process or the legal clarity it provides. They

are instead mired in an impasse between the

states and the OCC about what national banks

can do. The unequal treatment of non-U.S.

versus U.S. fintechs is at odds with the prin-

ciple national treatment for foreign banks.

FINTECHS AS “FOREIGN BANKS”

Under the International Banking Act of 1978

(“IBA”) and the Federal Reserve’s regulations, a

foreign bank is any organization that is organized

under the laws of a foreign country and that engages

directly in banking activities usual in connection

with the business of banking in the country where it

is organized or operating (outside the United

States).

The definition is broad and malleable enough to

cover different kinds of financial institutions around

the world. For instance, German and Japanese com-

mercial banks, as well as groups of Canadian credit

unions/cooperatives are considered foreign banks

under this definition and have been able to branch

into the United States.

Simply put—if the entity or organization is a

foreign bank, it can seek to establish a U.S. branch.

CHOICE OF STATE OR OCC
LICENSE, PLUS FEDERAL
RESERVE APPROVAL

To establish a U.S. branch, a non-U.S. fintech

(that is a foreign bank) may choose between a state

license (for instance, New York or California) or a

federal license from the OCC. The OCC will

review:

E the financial and managerial resources and

future prospects of the applicant foreign bank

and the proposed federal branch;

E whether the foreign bank has provided the

OCC with information to adequately assess

the application and assurances that all infor-

mation will be made available to the OCC on

the operations and activities of the foreign

bank and any of its affiliates the OCC deems

necessary to enforce compliance with the IBA

and other applicable federal banking statutes;
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E whether the foreign bank and its U.S. affili-

ates are in compliance with applicable U.S.

laws;

E the convenience and needs of the community

to be served, including the record of the

participating institutions’ termination of indi-

vidual customer accounts or categories of

customer accounts or otherwise electing not

to provide a person or category of persons

with a financial service without assessing the

risks posed by individual customers on a case-

by-case basis;

E the effect of the proposed branch on competi-

tion in U.S. domestic and foreign commerce;

E whether the foreign bank is subject to CCS by

its home country supervisor (or is working

actively toward CCS);

E whether the foreign bank’s home country

supervisor approved or consented to the estab-

lishment of the federal branch; and

E whether adequate controls for the detection of

money laundering are in place at the foreign

bank.

Whichever license the non-U.S. fintech pursues,

it must also obtain the approval of the Federal

Reserve to establish a U.S. branch. The Federal

Reserve will generally review for similar issues as

the OCC, as well as:

E whether the home country is participating in

multilateral efforts to combat money launder-

ing;

E whether the appropriate supervisors in the

home country may share information on the

bank’s operations with the Federal Reserve.

In the case that a foreign bank presents a risk to

the U.S. financial stability, the Federal Reserve also

may consider whether the home country of the

foreign bank has adopted, or is making demon-

strable progress toward adopting, an appropriate

system of financial regulation for the financial

system of the home country to mitigate this risk.

COMPREHENSIVE
CONSOLIDATED SUPERVISION

Under the IBA, the Federal Reserve may only

approve the establishment of a U.S. branch if it

determines the foreign bank is subject to CCS,

meaning the foreign bank is supervised or regulated

such that its home country supervisor receives suf-

ficient information on the worldwide operations of

the foreign bank (including the relationships of the

bank to any affiliate) to assess the foreign bank’s

overall financial condition and compliance with

laws and regulations.

The Federal Reserve typically considers (among

other things) the extent to which the home country

supervisor:

E ensures that the foreign bank has adequate

procedures for monitoring and controlling its

activities worldwide;

E obtains information on the condition of the

bank and its subsidiaries and offices through

regular examination reports, audit reports, or

otherwise;

E obtains information on the dealings and rela-

tionships between the bank and its affiliates,

both foreign and domestic;

E receives from the bank financial reports that

are consolidated on a worldwide basis, or

comparable information that permits analysis

of the bank’s financial condition on a world-

wide consolidated basis; and
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E evaluates prudential standards, such as capital

adequacy and risk asset exposure, on a world-

wide basis.

Practically speaking, non-U.S. fintechs from

countries that have previously received CCS deter-

minations have the best chances of branching into

the United States.

The Fed maintains a list3 of the banks, branches,

and other U.S. offices of non-U.S. banks.

BRANCHING INTO THE UNITED
STATES

Establishing a U.S. branch is a substantial under-

taking like chartering or acquiring a U.S. bank. A

foreign bank that establishes a U.S. branch will gen-

erally—but with some notable exceptions—be

treated as a bank holding company that is subject to

Federal Reserve restrictions and requirements, even

if the foreign bank does not own or control a U.S.

bank. In addition, the U.S. branch and the foreign

bank’s U.S. operations will be subject to U.S.

supervision and regulation.

And while U.S. branches are not subject to sepa-

rate capital requirements—unlike a U.S. bank—

federal branches must maintain a capital equiva-

lency deposit (“CED”). Subject to certain

requirements and approvals, a federal branch must

establish and maintain a CED account with an

eligible U.S. bank in an amount equal to at least 5%

of the total liabilities of the federal branch. The

OCC may require a higher amount.
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These costs come with notable benefits. A federal

branch can practically do everything a national

bank can do, other than accept insured deposits.
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NATIONAL TREATMENT
CONSIDERATIONS

Since at least the enactment of the IBA in 1978,

U.S. banking policy has sought to uphold the prin-

ciple of national treatment. Under this principle,

non-U.S. banks should largely be able to participate

in the U.S. market to the same extent that U.S.

banks can. Today, some non-U.S. fintechs arguably

are more favored than U.S. fintechs because U.S.

fintechs do not have any options akin to establish-

ing a U.S. branch of a foreign bank. That’s a big

advantage for non-U.S. fintechs, particularly for

those from countries for which the Fed has previ-

ously made a CCS determination.

We also note that some foreign banks are ahead

of the U.S. in adopting digital asset tools and

technologies. That could mean that once the U.S.

regulatory hostility to digital assets dampens—

which could likely happen in a second Trump ad-

ministration4—foreign banks and their U.S.

branches may be better positioned (at least for a

time) to penetrate the U.S. markets in digital assets

and blockchain because they are already using them

in their home countries.

Congress and the OCC should work to rectify

this disparity. In the meantime—and particularly

under a new administration in 2025—non-U.S.

fintechs might consider expansion into the United

States via branching as an alternative to owning or

controlling a U.S. bank or obtaining 50-plus state

licenses as a non-bank lender, money transmitter,

or other financial services provider.

ENDNOTES:

1 https://www.dwt.com/blogs/financial-service
s-law-advisor/2024/11/why-fintechs-should-consid
er-national-trust-banks.

2 https://www.dwt.com/-/media/files/blogs/fina

ncial-services-law-advisor/2025/ca1246.pdf?rev=c
7c561c40e6d404683b0c6600a791a63&hash=AA
23EE7BEFC087D1A61598FFE5510346.

3 https://www.federalreserve.gov/releases/iba/.
4 https://www.dwt.com/blogs/financial-service

s-law-advisor/2024/11/what-trump-could-do-with-
crypto-and-digital-assets.
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Artificial intelligence (“AI”) has been the buzz-

word of the last two years, and now it’s Treasury’s

turn to chime in. In December 2024, the U.S.

Department of the Treasury released its much-

anticipated Report1 entitled “Uses, Opportunities,

and Risks of Artificial Intelligence in Financial

Services.” Spoiler alert: it’s a comprehensive deep

dive into how AI is reshaping financial services and

the regulatory landscape. For FinTech firms, the

stakes just got higher. Let’s unpack the Report’s

highlights and figure out what’s in it for you—

besides sleepless nights and more compliance

headaches.

THE BIG PICTURE: AI’S ROLE IN
FINANCIAL SERVICES

The Treasury’s Report highlights AI’s transfor-
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mative potential in financial services, underscoring

its role in everything from fraud detection to person-

alized customer service. Key opportunities identi-

fied in the Report include:

E Operational Efficiency: AI can potentially

streamline back-office operations, optimize

trading algorithms, and automate compliance

tasks.

E Enhanced Customer Experiences: From chat-

bots to tailored financial advice, AI enables

hyper-personalization, potentially boosting

customer satisfaction and loyalty.

E Risk Management: Advanced analytics pow-

ered by AI can better predict and mitigate

risks, helping firms stay one step ahead of

emerging threats.

However, with great power comes great respon-

sibility—and, of course, regulatory scrutiny. The

Treasury doesn’t mince words about the risks,

including: bias in AI models, cybersecurity vulner-

abilities, systemic risks due to over-reliance on a

few large AI providers, and the potential for misuse

of AI in fraudulent schemes.

WHY THIS MATTERS TO FINTECH
FIRMS

FinTech companies are frequently at the forefront

of integrating AI into financial services offerings,

but they also operate under a microscope. The Tre-

asury’s Report sends a clear message: regulators

are watching closely, and the bar for compliance is

rising. Key areas FinTech firms should focus on

include:

E Regulatory Scrutiny: FinTech firms must not

only align their AI practices with new laws,

but also with existing laws, including fair

lending, anti-money laundering (“AML”),

and privacy regulations. The Report suggests

that regulators are exploring how to adapt

existing frameworks to account for AI’s

nuances.

E Ethical AI Use: Bias in AI models can result

in discriminatory practices, particularly in

lending and credit decisions. FinTech firms

must proactively address these risks to avoid

reputational damage and regulatory penalties.

E Cybersecurity and Resilience: AI-powered

tools are a double-edged sword. While they

can enhance cybersecurity, they also intro-

duce new attack vectors. The Report empha-

sizes the importance of robust defenses

against AI-driven cyber threats.

E Systemic Risks: Over-reliance on a handful of

AI providers could create systemic

vulnerabilities. FinTech firms need to diver-

sify their AI ecosystems and develop contin-

gency plans.

KEY TAKEAWAYS AND ACTION
ITEMS FOR FINTECH FIRMS

So, what does this all mean for FinTech firms?

Here’s your playbook for navigating the Treasury’s

AI Report:

1. Audit Your AI Models:

E Perform regular audits to identify and miti-

gate any bias in your AI algorithms.

E Use diverse datasets and transparent method-

ologies to ensure fairness.

E Document your decision-making processes to

demonstrate compliance.

2. Enhance Cybersecurity Measures:
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E Implement AI-driven tools to detect and re-

spond to cyber threats.

E Conduct regular penetration testing and vul-

nerability assessments.

E Train your staff to recognize and respond to

AI-driven phishing attacks.

E Practice your incident response plan through

tabletop exercises.

3. Prioritize Ethical AI Practices:

E Establish an ethics committee or appoint an

AI ethics officer.

E Develop and enforce policies for the ethical

and appropriate uses of AI.

E Engage third-party experts and/or frameworks

to validate your AI practices.

4. Diversify Your AI Ecosystem:

E Avoid vendor lock-in by using multiple AI

providers.

E Consider investing in in-house AI capabilities

to reduce dependency on third-party tools.

E Collaborate with industry peers to share in-

sights and best practices.

5. Prepare for Increased Regulation:

E Stay informed about evolving AI regulations

and guidance.

E Engage with regulators proactively to shape

the conversation.

E Participate in industry associations to advo-

cate for practical regulatory frameworks.

SURVIVING THE AI REVOLUTION

If the Treasury’s Report has you reaching for a

stress ball, you’re not alone. Navigating the com-

plex world of AI in financial services can feel like

trying to read the terms and conditions of a software

update—overwhelming and vaguely threatening.

But remember, compliance isn’t just about avoid-

ing fines; it’s about building trust with your custom-

ers and partners. And if all else fails, there’s always

coffee—lots and lots of coffee.

CONCLUSION: THE ROAD AHEAD

The Treasury’s Report may serve as a wake-up

call for FinTech firms. AI offers unprecedented op-

portunities to innovate and grow, but it also comes

with significant risks. By embracing ethical prac-

tices, strengthening cybersecurity, and staying

ahead of regulatory changes, FinTech firms can har-

ness AI’s potential while minimizing its pitfalls.

In the end, the key to thriving in this AI-driven

era is adaptability. As the Treasury Report reminds

us, the future of financial services will be shaped by

those who can balance innovation with

responsibility. So, roll up your sleeves, FinTech

pioneers: the AI revolution waits for no one.

ENDNOTES:

1 https://home.treasury.gov/system/files/136/Ar
tificial-Intelligence-in-Financial-Services.pdf.

FinTech Law ReportJanuary/February 2025 | Volume 28 | Issue 1

8 K 2025 Thomson Reuters



DAOS WATCH OUT:

FEDERAL COURT IN
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On November 18, 2024, in Samuels v. Lido

DAO,1 the United States District Court for the

Northern District of California denied some defen-

dants’ motions to dismiss, finding that the plaintiff

sufficiently alleged that a decentralized autonomous

organization (“DAO”)2 is a partnership under Cali-

fornia law, and consequently that these defendants

may be liable as general partners. The court relied

chiefly on the plaintiff’s argument that these defen-

dants “meaningfully participated”3 in the DAO’s

governance.

BACKGROUND

A DAO is an organization that utilizes

blockchain4-based technology tools, including

smart contracts, to make decisions and to control

property. A DAO usually allows its participants to

act by way of “governance tokens” that empower

their holders to participate in the governance of the

DAO, including voting on decisions that may affect

certain property.5 Since the launch of the first major

DAO in 2016 (aptly named “The DAO”), thousands

of DAOs have been formed. DAOs vary in purpose

and scope; some are formed to engage in projects,

to manage software, to invest, to provide services,

or for charitable purposes.

The Samuels v. Lido DAO case concerns the Lido

DAO, a DAO formed to govern aspects of the Lido

liquid staking protocol,6 and certain purchasers of

the LDO token. The plaintiff purchased LDO tokens

via a digital asset exchange and alleged that he

sustained a loss when he later sold those tokens.

The plaintiff sued Lido DAO and four holders of a

significant amount of LDO tokens. He claimed that

Lido DAO, as a partnership, violated federal secu-

rities law,7 and the four significant token holders,

alleged to be general partners of that partnership,

should be liable for the DAO’s violations. The

defendants moved for dismissal arguing, among

other things, that the DAO is not capable of being

sued because it is not a legal entity and that it is not

a partnership because, among other things, it ob-

serves no formalities normally associated with a

partnership.

According to the plaintiff and the Court’s judicial

notice, Lido DAO is in the business of managing

aspects of the Lido Protocol and it maintains certain

service fees it collects.8 It was founded by three

individuals whose whereabouts are either unknown

or outside the United States. Some legal entities

were incorporated to facilitate its creation, but these

entities “vigorously repeat in their legal documenta-

tion” that they do not control Lido DAO.9 After

Lido DAO was founded, its LDO tokens were sold

and later became listed on several major exchanges.

Some of its 70-plus employees, including a busi-

ness development lead and a chief marketing of-

ficer, worked on or promoted the listings.10

THE COURT’S REASONING

The Court rejected the argument that Lido DAO

is merely software that cannot be sued. This argu-

ment was advanced by a limited liability company
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(“LLC”) created by a subset of LDO token holders

that itself was not sued by the plaintiff, but was

formed to make a limited appearance in the lawsuit

“to prevent entry of default judgment against

Lido.”11 Although the LLC’s standing to participate

in the lawsuit was questioned by the Court,12 the

plaintiff did not object to the LLC’s appearance and

the Court considered the LLC’s arguments.13 The

Court also noted that the DAO is “a type of organi-

zation that seems designed, at least in part, to avoid

legal liability for its activities” without elaborating

on the reason for such characterization.14

The Court accepted the plaintiff’s allegations that

“Lido DAO is jointly operated by ‘large’ holders of

LDO voting those tokens to cause the DAO to make

business decisions,” and “Lido DAO’s partners are

those that have the capacity to meaningfully partic-

ipate in Lido DAO’s business.”15

Defendants argued that Lido DAO could not be a

partnership under California law because Califor-

nia law requires all partners to consent to join a

partnership and repurchase of interests by the

partnership when a partner leaves a partnership, and

because LDO tokens can be freely bought and sold

in the open market. However, the Court found that

these provisions are only default rules and, based

on the facts alleged by the plaintiff, one can reason-

ably infer that the founding partners of the Lido

DAO had opted out of these default rules.16

The Court noted that, at the pleadings stage, the

plaintiff does not need to identify all general part-

ners of the alleged partnership. The Court also

noted that explicit agreement to share profit and loss

is not necessary to find the existence of a partner-

ship under California law. In addition, the Court

decided that the entities established to facilitate the

creation of Lido DAO are not an “affirmative

choice of another corporate form [that] weighs

against the existence of a partnership,” because they

do not control Lido DAO; the corporate forms of

the holder defendants are also irrelevant, because

“California law expressly provides that corpora-

tions and other corporate entities can be members

of general partnerships.”17

The Court found that the plaintiff has sufficiently

alleged that three of the four large LDO holder

defendants meaningfully participated in the Lido

DAO partnership:

E One holder defendant was alleged to have

“helped ‘influence[]’ and ‘guide[]’ the devel-

opment of Lido and the DAO’s website her-

alded [the defendant’s] ability to ‘lend its

expertise to Lido DAO [sic] governance.’ ”18

E Another holder defendant was alleged to have

“announced itself that it would contribute to

Lido DAO as a ‘governance participant,’ and

in at least one instance did express a view on

DAO governance”; the plaintiff also alleged

that this holder defendant purchased tokens

worth US$70M.19

E A third holder defendant presents “a closer

call.” The plaintiff alleged that “[a]fter an

initial purchase of US$25M worth of LDO,

[the defendant] purchased even more tokens,

noting that it was ‘looking forward to being

more active in governance’ and that it was

‘uniquely positioned to lend its expertise to

Lido DAO [sic] governance.’ And it was able

to purchase these tokens because it voted for

them to be sold to it.”20

However, the Court dismissed one defendant,

finding that the plaintiff failed to allege specific

facts:

E “[The complaint noted] only that one of [the

defendant’s] partners praised Lido DAO, that

[the defendant] was chosen to get involved
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with the DAO because it could add its ‘exper-

tise in the successful development of distrib-

uted protocols’ to the DAO, and that it partici-

pated in a sale in which it, along with other

entities, purchased 30 million LDO. It [did]

not allege that [the defendant] participated in

Lido DAO governance or made any state-

ments about doing so.”21

IMPLICATIONS

Other courts have previously held that a DAO

can be a general partnership or unincorporated

association. In CFTC v. Ooki DAO, also decided in

the Northern District of California, the Court held

that a DAO can be an unincorporated association

that can be served—through its chat box and online

forum—and can be liable under the Commodity

Exchange Act.22 In a 2023 decision in Sarcuni v.

bZx DAO, the United States District Court for the

Southern District of California held that all token

holders of a DAO can be partners in a partnership.23

This view, however, is not unanimously held.24

There are still many uncertainties surrounding

the nature of DAOs and the status of participants in

those DAOs. While the Samuels Court’s reasoning

was mostly based on the scope of the partnership

alleged by the plaintiff, which includes only those

large holders with “the capacity to meaningfully

participate in Lido DAO’s business,”25 the Court

left open the possibility of a broader group, includ-

ing all DAO token holders or everyone who has

voted on a proposal in the DAO, or a narrower

group, including only the founders of the DAO.26 If

this “meaningful participation” approach is applied,

courts will grapple with complex legal and factual

questions to establish which token holders are

meaningfully participating in the DAO’s affairs.

Similarly, the Court’s decision relied on California

law to determine whether the plaintiff sufficiently

alleged the existence of a general partnership; it is

possible that Courts in other states may reach dif-

ferent conclusions based upon differing state laws.

That may result in a single DAO having different

legal status across different states.

The Court’s general characterization of the DAO

being an organization type used to avoid legal li-

ability is also alarming to the digital assets industry

sector. While the Court did not elaborate on the

specific reason for such characterization, the found-

ers, participants, and promoters of DAOs may need

to more clearly demonstrate the legitimate business

and social benefits of DAOs—such as facilitating

decentralized collaboration—when interacting with

courts, regulators, and the public.

Holders of DAO tokens should consider the

potential exposure to partnership liability and be

especially careful when purchasing DAO tokens in

large quantities, participating in the governance of

a DAO, or making representations about participa-

tion in a DAO. Deployers of DAOs may elect to

“wrap” their DAO by forming a legal entity to

conduct some or all the DAO’s activities. Many

DAOs elect to “wrap” themselves by delegating

some actions to an ownerless Cayman “foundation

company” that is limited by shares, and that em-

ploys professional directors who are entrusted with

keys to DAO treasuries and are empowered to

engage in legally significant activities where cer-

tainty as to legal status is required, such as hiring

vendors and signing legal agreements. A DAO may

also be formed as a legal entity. Some states have

created bespoke legal entity types expressly for

DAOs.27 Wyoming recently approved a new type of

entity known as the “decentralized unincorporated

non-profit association” (“DUNA”), which makes

the DAO itself a legal entity, provides liability

protection for DAO token holders, and clarifies tax

treatment for any value that flows to token holders
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from the DAO.28 As entrepreneurs continue to ex-

periment with the use of digital assets, new tech-

nologies built with blockchains and smart contracts,

and to innovate in their governance approaches, we

expect to see states continue to experiment with

new approaches to protecting those who interact

with DAOs.
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SEC ANNOUNCES CRYPTO TASK
FORCE

On January 21, 2025, Securities and Exchange

Commission Acting Chairman Mark Uyeda an-

nounced the formation what he termed a “crypto

task force” that would be charged with developing

“a comprehensive and clear regulatory framework

for crypto assets.”1

Commissioner Hester Peirce, long considered the

SEC Commissioner with the most positive attitude

towards the cryptocurrency sector, will lead the task

force. Richard Gabbert, Senior Advisor to the Act-

ing Chairman, and Taylor Asher, Senior Policy

Advisor to the Acting Chairman, were named the

task force’s Chief of Staff and Chief Policy Advi-

sor, respectively.

The stated intention of the task force will be to

collaborate with SEC staff and take public com-

ments in order to “set the SEC on a sensible regula-

tory path that respects the bounds of the law.”

Uyeda, in a public statement, claimed that the task

force marks a change in philosophy for the SEC,

which heretofore has relied primarily on enforce-

ment actions to regulate crypto.

This, in his reckoning, has meant that the Com-

mission has proceeded “retroactively and reactively,

often adopting novel and untested legal interpreta-

tions along the way. Clarity regarding who must

register, and practical solutions for those seeking to

register, have been elusive. The result has been

confusion about what is legal, which creates an

environment hostile to innovation and conducive to

fraud. The SEC can do better.”

The task force will be charged with helping “the

Commission draw clear regulatory lines, provide

realistic paths to registration, craft sensible disclo-

sure frameworks, and deploy enforcement resources

judiciously,” the SEC said. In short, the task force

will, as per Uyeda, “lead regulatory policy on

crypto.”

The SEC said the task force will “operate within

the statutory framework provided by Congress and
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will coordinate the provision of technical assistance

to Congress as it makes changes to that framework

. . . coordinate with federal departments and agen-

cies, including the Commodity Futures Trading

Commission, and state and international

counterparts.”

In a statement, Peirce said “this undertaking will

take time, patience, and much hard work. It will

succeed only if the Task Force has input from a

wide range of investors, industry participants,

academics, and other interested parties.”

SEC/COINBASE BATTLE ENTERS
NEW PHASE

In January, the SEC’s battle with Coinbase

Global Inc. encountered new twists in various

courtrooms. First, the Third U.S. Circuit Court of

Appeals issued a ruling, 3-0, which mandated that

the SEC must offer a more precise explanation of

why it turned down a request from Coinbase to

develop a set of regulations to cover cryptocurrency

assets. The Court did not, however, reverse the

SEC’s July 2022 decision to deny Coinbase’s

request.

Coinbase has argued in court that the SEC has

been applying existing, and inadequate, securities

laws to digital assets, thus prompting a need for new

rules. As per the Court ruling, “Coinbase argued in

its petition that the existing securities-law frame-

work does not account for certain unique attributes

of digital assets, which make compliance economi-

cally and even technically infeasible. It also as-

serted that the SEC has exacerbated these difficul-

ties by failing to articulate a clear and consistent

position about when a digital asset is a security, and

thus subject to the federal securities laws at all.”2 A

June 2023 SEC enforcement action is pending

against Coinbase, alleging that the latter’s trading

platform for digital assets operates as an unregis-

tered broker, exchange and clearing agency.

The SEC has said its crypto regulations may

change based on “numerous undertakings” and that

developing new rules would take it away from other

duties. “A single sentence disagreeing with the

main concerns of a rulemaking petition is conclu-

sory and does not provide us with any assurance

that the SEC considered Coinbase’s workability

objections, nor does it explain how it accounted for

them,” wrote Judge Thomas L. Ambro.

Ambro wrote that the SEC has taken a general

position that some digital assets may qualify as se-

curities and has indicated it could directly address

the issues raised by Coinbase through some future

rulemaking process. “It has said that it believes the

existing securities-law framework is not unwork-

able for digital assets, but we have no basis in the

record for determining why it believes that or how

it arrived at that conclusion,” Ambro wrote. “This

explanation is not ‘slim’—it is ‘vacuous.’ ” The

Court said the SEC must provide a more complete

explanation for its “insufficiently reasoned”

decision.

“The SEC repeatedly sues crypto companies for

not complying with the law, yet it will not tell them

how to comply,” Judge Stephanos Bibas wrote in a

concurrence. “That caginess creates a serious

constitutional problem; due process guarantees fair

notice.”3

And Coinbase further benefited when a judge

granted its request to chase a narrow appeal of the

SEC’s accusations about Coinbase trading crypto

securities. Coinbase is allowed to lobby the U.S.

Court of Appeals for the Second Circuit to find that

the SEC’s accusations against Coinbase—that the

latter improperly handled the trading of unregis-

tered securities—are unfounded.
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On January 7, Judge Katherine Polk Failla of the

U.S. District Court for the Southern District of New

York agreed to approve a request from Coinbase to

ask the higher court to consider one core question

in the dispute, in a process known as an interlocu-

tory appeal.

While noting that “the Court does not appreciate,

and will not co-sign, Coinbase’s efforts to cast

aspersions on the SEC’s approach to crypto-assets,

the fact remains that [there are] conflicting deci-

sions on an important legal issue necessitate the

Second Circuit’s guidance,”4 Failla wrote.

Central to the SEC/Coinbase battle is whether

certain tokens traded on the platform should be

considered securities. Coinbase has argued that

crypto token issuers who trade in its secondary

markets don’t technically owe anything to token

buyers, and thus the tokens do not meet the legal

standard for a security, the so-called Howey test.

Failla said she granted Coinbase’s request “be-

cause it presents a controlling question of law

regarding the reach and application of Howey to

crypto-assets, about which there is substantial

ground for difference of opinion, and the resolution

of which would advance the ultimate termination of

the SEC’s enforcement action.”

With SEC leadership changing hands to Republi-

can control and the announcement of a crypto task

force (see above), there’s now substantial potential

that the SEC will be developing crypto regulations

in short to medium term future, market observers

said.

TORNADO CASH GETS WINS

On January 22, the Fifth Circuit Court of Appeals

ordered the U.S. Treasury’s Office of Foreign As-

sets Control (“OFAC”) to remove addresses linked

to Tornado Cash from a list of Specially Designated

National and Blocked Persons (“SDN”).

Tornado’s crypto mixing service had been

banned by OFAC in August 2022, following its al-

leged use by hackers, including North Korea’s

Lazarus Group, to launder stolen crypto. OFAC had

placed Tornado Cash on the SDN List, which

prohibits dealings with “all real, personal, and other

property and interests in property” that Tornado

Cash may have, including, under OFAC’s interpre-

tation, any underlying smart contracts

Last November the Fifth Circuit Cort of Appeals

had sided, 3-0, with users of Tornado Cash soft-

ware—a crypto mixer that anonymizes crypto asset

transactions—by holding in Van Loon v. Depart-

ment of the Treasury that the company’s immutable

smart contracts are not “property” for purposes of

sanctions under the International Emergency Eco-

nomic Powers Act (“IEEPA”).5

Six Tornado Cash users had sued, arguing that

Tornado Cash smart contracts do not fall under

OFAC supervision because such immutable smart

contracts are not defined as “property” under the

IEEPA.

While a district court held that these smart con-

tracts were indeed “property,” and that Tornado

Cash was an entity capable of being designated

under the IEEPA, the Fifth Circuit reversed and

remanded the case to the lower court. While noting

OFAC’s money-laundering concerns, the court

noted that the plain meaning of the term “property”

requires something “capable of being owned.” The

court described the smart contracts at issue as being

only “software code” deployed by individuals

without contractual counterparties and further held

that these contracts are not controlled by anyone

and thus should not be considered “property” under

the IEEPA.6
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SEC DELAYS ETF DECISION

The SEC said it would need two additional

months to decide whether an exchange-traded fund

(“ETF”) that has been designed as an all-purpose

cryptocurrency portfolio can be listed on the New

York Stock Exchange’s electronic securities ex-

change, as per a January 14 regulatory filing.7

The filing came in response to the NYSE’s De-

cember request for permission to list the Bitwise 10

Crypto Index Fund on NYSE Arca. Bitwise’s pro-

posed ETF would be the first diversified spot crypto

ETF in the U.S. market and the first U.S. ETF to

hold alternative cryptocurrencies, or “altcoins.”

In its filing, the SEC said that on November 14,

2024, NYSE Arca Inc. filed “a proposed rule change

to list and trade shares of the Bitwise 10 Crypto

Index Fund under Proposed NYSE Arca Rule

8.800-E (Commodity and/or Digital Asset-Based

Investment Interests). The proposed rule change

was published for comment in the Federal Register

on December 3, 2024. The Commission has re-

ceived no comments on the proposal.”

“Section 19(b)(2) of the Act provides that within

45 days of the publication of notice of the filing of

a proposed rule change, or within such longer pe-

riod up to 90 days as the Commission may desig-

nate if it finds such longer period to be appropriate

and publishes its reasons for so finding or as to

which the self-regulatory organization consents, the

Commission shall either approve the proposed rule

change, disapprove the proposed rule change, or

institute proceedings to determine whether the

proposed rule change should be disapproved. The

45th day after publication of the notice for this

proposed rule change is January 17, 2025.”

[But] “the Commission finds it appropriate to

designate a longer period within which to take ac-

tion on the proposed rule change so that it has suf-

ficient time to consider the proposed rule change

and the issues raised therein. Accordingly, the Com-

mission . . . designates March 3, 2025, as the date

by which the Commission shall either approve or

disapprove, or institute proceedings to determine

whether to disapprove, the proposed rule change.”

GENSLER BOWS OUT, DEFIANT
ON CRYPTO

In the last weeks of his tenure, SEC Chair Gary

Gensler said in interviews that he had not changed

his core beliefs about the cryptocurrency industry.

For one thing, Gensler claimed that “many in the

crypto field are not complying with our time-tested

laws.” In an interview with Yahoo Finance, he as-

serted that many digital assets remain “highly

speculative . . . You have to question what is their

true use case; what is their value proposition?”8

And to CNBC, he said “this field, the crypto

field, is highly speculative and has not been compli-

ant with various laws, whether anti-money launder-

ing, sanctions, or securities laws.”9

When asked his thoughts on customized rules for

digital assets that will likely be proposed by the

incoming administration, Gensler said it was proper

for a newly-constituted SEC to “make [the] next

decisions.” Yet when asked about President Trump’s

stated intention to create a U.S. bitcoin reserve,

Gensler noted that the balance sheets of central

banks are backed by their respective governments,

“not by putting some digital asset in their reserves.

It’s not how any central bank around the world has

thought about conducting monetary policy.”
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ARTIFICIAL INTELLIGENCE

IN THE FINANCIAL SYSTEM

By Michelle W. Bowman

Michelle Bowman is a member of the board of

governors at the Federal Reserve. The following is

edited from remarks that she gave on November

22, 2024, at the 27th Annual Symposium on Build-

ing the Financial System of the 21st Century: An

Agenda for Japan and the United States, in

Washington, D.C.

Discussions of artificial intelligence (“AI”) inev-

itably center on two main points: risks and benefits.

Both of these can be frustratingly vague and

amorphous. Proponents of AI project its widespread

adoption will be as momentous as the industrial

age—radically improving efficiency, increasing

labor productivity, and changing the world

economy. Skeptics largely focus on the risks, not-

ing that it may introduce new and unpredictable

variables into the economy and the financial system,

including new forms of cyber-risk and fraud.

It would be impossible to predict what the future

holds for AI, or how its use and impact will evolve

over time. But as the technology continues to

mature, as new use cases evolve, and it is rolled out

more broadly, we will almost certainly be surprised

by how it is ultimately used.

Looking at the financial industry-specific impli-

cations of AI, it is helpful to consider not only how

it may change the financial system, but also how

regulatory frameworks should respond to this

emerging technology. Are the existing frameworks

sufficient? If not, how can regulators best balance

the risks AI may pose to bank safety and soundness

and financial stability with the need to allow for

continued innovation?

Broader availability of generative AI and large

language models have created headlines and spik-

ing stock prices, but the financial services sector

has been using AI for some time.1 Over time, it has

become clear that AI’s impact could be far-reaching,

particularly as the technology becomes more ef-

ficient, new sources of data become available, and

as AI technology becomes more affordable.

DO WE NEED A DEFINITION OF
AI?

Before discussing the implications of AI and

regulatory policy approaches, we should ask

whether we need a definition of AI. As it has ad-

vanced, the number and variety of definitions used

to define AI have expanded.2 Some definitions

focus on the algorithms—like the use of machines

to learn and reason in a way that simulates human

intelligence. Others focus on the outputs—the abil-

ity to perform complex tasks normally done by

humans. In 2021, an interagency request for infor-

mation from federal banking regulators, including

the Federal Reserve, sought comment on banks’ use

of AI, but notably avoided using any single

definition. Instead, this request listed a few possible
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use cases, features, and forms. These included the

use of structured and unstructured data; the use of

alternative data sources; voice recognition and nat-

ural language processing; the algorithmic identifi-

cation of patterns and correlations in training data

to generate predictions or categorizations; and

“dynamic updating,” where an algorithm has the

capacity to update without human intervention.3

While each definition of AI may serve its own

purpose in the context of how it is used, any single

narrow definition can be criticized. A more generic

definition runs the risk of oversimplifying the range

of activities, use cases, and underlying technology.

A definition that captures the variability of AI

technology in a more granular way runs the risk of

being unwieldy in its length, and obsolete in the

short-term as new forms and use cases emerge.

Within this definitional question—of whether

and how you define AI—lies a more important

policy question: Specifically, for what purpose is a

definition required? In the context of the financial

system, the definition of AI may help to delineate

how the regulatory system addresses it and estab-

lishes the parameters for how it can be used by

regulated institutions. Other specific contexts could

also be included, like third-party service providers

that support banks or other financial services pro-

viders, or use by regulators in support of their

mandates.

A definition helps regulators and regulated insti-

tutions understand the activities that are subject to

rules and requirements by defining the scope. While

this definitional question is important to establish

clarity about the scope of what constitutes AI, it can

also distract us from a more important point—what

is the appropriate policy framework to address the

introduction and ongoing use of AI in the financial

system?

I have no strong feelings about the ideal or

optimal definition of AI, and some version of the

many definitions floating around are probably ade-

quate for our purposes. At a minimum though, a

definition must establish clear parameters about

what types of activities and tools are covered. But

before leaving the topic, I want to offer a caution-

ary note. A broad definition of AI arguably captures

a wider range of activity and has a longer “lifespan”

before it becomes outmoded, and potentially never

becomes outdated. But a broad definition also car-

ries the risk of a broad—and undifferentiated—

policy response. This vast variability in AI’s uses

defies a simple, granular definition, but also sug-

gests that we cannot adopt a one-size-fits-all ap-

proach as we consider the future role of AI in the

financial system.

INNOVATION AND
COMPETITIVENESS

Knowing that the technology and use of AI

continues to evolve leads to the question of how it

should be viewed by regulators, particularly in light

of the need for innovation and the effect on

competition.

Innovation

AI tools have the potential to substantially en-

hance the financial industry. In my view, the regula-

tory system should promote these improvements in

a way that is consistent with applicable law and ap-

propriate banking practices.

One of the most common current use cases is in

reviewing and summarizing unstructured data. This

can include enlisting AI to summarize a single

report or to aggregate information from different

sources on the same or related topics. The AI

“output” in these cases may not directly produce

any real-world action, but it provides information

in a more usable way to assist a human. AI use cases
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like this may present opportunities to improve

operational efficiency, without introducing substan-

tial new risk into business processes. In some ways,

the joining of AI outputs with a human acting as a

“filter” or “reality check” can capture efficiency

gains and control for some AI risks. Similarly, AI

can act as a “filter” or “reality check” on analysis

produced by humans, checking for potential errors

or biases.

AI tools may also be leveraged to fight fraud.

One such use is in combatting check fraud, which

has become more prevalent in the banking industry

over the last several years. In a recent report, the

Financial Crimes Enforcement Network noted that

from February to August of 2023, there were over

15,000 reports received related to check fraud, as-

sociated with more than $688 million in transac-

tions (including both actual and attempted fraud).4

The growth in check fraud over the past several

years has caused significant harm not only to banks

and the perceived safety of the banking system but

also to consumers who are the victims of fraudulent

activity. The regulatory response to help address

this growing problem has unfortunately been slow,

lacking in coordination, and generally ineffective.

Could AI tools offer a more effective way for

banks to fight against this growing fraud trend? We

already have some evidence that AI tools are power-

ful in fighting fraud. The U.S. Treasury Department

recently announced that fraud detection tools,

including machine learning AI, had resulted in

fraud prevention and recovery totaling over $4 bil-

lion in fiscal year 2024, including $1 billion in

recovery related to identification of Treasury check

fraud.5 While the nature of the fraud may be differ-

ent in these cases, we should recognize that AI can

be a strong anti-fraud tool and provide significant

benefits for affected bank customers.

If our regulatory environment is not receptive to

the use of AI in these circumstances customers are

the ones who suffer. AI will not completely “solve”

the problem of fraud—particularly as fraudsters

develop more sophisticated ways to exploit this

technology. But it could be important if the regula-

tory framework provides reasonable parameters for

its use.

Another often-discussed use case for AI in finan-

cial services is in expanding the availability of

credit. AI is not the first technology with potential

to expand access to credit for the “un-” or

“underbanked.” We have long viewed alternative

data as a potential opportunity for some consumers,

like those with poor or no credit history but with

sufficient cash flow to support loan repayment.6

AI could be used to further expand this access,

as financial entities mine more data sets and refine

their understanding of creditworthiness. Of course,

we also know that using AI in this context—in a

way that has more direct impact on credit decisions

affecting individual customers—also presents more

substantial legal compliance challenges than other

AI use cases.

AI also has promise to improve public sector

operations, including in regulatory agencies. As I

have often noted, the data relied on to inform the

Federal Open Market Committee decision-making

process often is subject to revisions after-the-fact,

requiring caution when relying on the data to

inform monetary policy.7 Perhaps the broader use

of AI could act as a check on data reliability,

particularly for uncertain or frequently revised eco-

nomic data, improving the quality of the data that

monetary policymakers rely on for decision-

making. Additional data as a reliability check or

expanded data resources informed by AI could

improve the FOMC’s monetary policymaking by

validating and improving the data on which policy-

makers rely.
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While these use cases present only a subset of

the possibilities for the financial system, they il-

lustrate the breadth of potential benefits and risks of

adopting an overly cautious approach that chills in-

novation in the banking system. Over-regulation of

AI can itself present risks by preventing the realiza-

tion of benefits of improved efficiency, lower opera-

tional costs, and better fraud prevention and cus-

tomer service.

Effect on Competition

The regulatory approach and framework can also

promote competition in the development and use of

AI tools in the financial system.

An overly conservative regulatory approach can

skew the competitive landscape by pushing activi-

ties outside of the regulated banking system or

preventing the use of AI altogether. Inertia often

causes regulators to reflexively prefer known prac-

tices and existing technology over process change

and innovation. The banking sector often suffers

from this regulatory skepticism, which can ulti-

mately harm the competitiveness of the U.S. bank-

ing sector.

In the United States, we often think about the

financial system based on the regulatory

“perimeter.” We view institutions within the scope

of federal banking regulation (banks and their af-

filiates) as being “in the perimeter,” while entities

that operate under other regulatory frameworks

(including money transmitters licensed under state

law) are “outside the perimeter.” Of course, the

global financial system includes institutions that

operate on a cross-border basis, and tools and ap-

proaches often permeate throughout the financial

system once they have been deployed successfully

in some other part of the system. But we know that

the regulatory perimeter is permeable, and there is

always the risk that activity pushed outside the

perimeter can transmit risk back into the system

even as the activities garner less scrutiny and

regulation than banks. Put differently, the overly

conservative approach may present only a façade of

safety, masking underlying risks to the financial

system and those who rely on it.

Of course, there are risks to being overly permis-

sive in the AI regulatory approach. As with any

rapidly evolving technology, supervision of its use

should be nimble. Its users must make sufficient

risk-management and compliance investments to

conduct activities in a safe and sound manner, and

in accordance with applicable laws and regulations.

While the banking system has generally been cau-

tious and deliberate in its AI development and

rollout, others have not. When left improperly man-

aged and unmonitored, it can result in unintended

outcomes and customer harm. For example, certain

generative AI models have been known to generate

nonsensical or inaccurate outputs, sometimes called

“hallucinations.” In some cases, AI hallucinations

have not involved significant harm, for example

when discovered in a testing environment without

customer-facing implications.

THE SUFFICIENCY OF EXISTING
REGULATORY TOOLS

While helpful to acknowledge the risks of over-

regulation and under-regulation, we must under-

stand our currently regulatory stance—what tools

do we have to promote AI’s benefits while helping

to mitigate the risks? To address this topic, we

should widen the lens to consider our approach to

innovation broadly. Supporting innovation in the

financial system can and should apply to the intro-

duction and use of AI.8

When we consider AI risks, many of these are al-

ready well-covered by existing frameworks. For

example, AI often depends on external parties—
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cloud computing providers, licensed generative AI

technologies, and core service providers—to

operate. AI can also pose model risks in the bank-

ing context, with associated data management and

governance concerns. AI can also impact a bank’s

cyber-resiliency as AI-related fraud tools become

more widespread and more anti-fraud tools become

available.

While AI may be on the frontier of technology, it

does not operate outside the existing legal and

regulatory framework. AI is not exempt from cur-

rent legal and regulatory requirements, nor is its

use exempt from scrutiny. This is particularly true

with AI; its use must comply with current laws and

regulations, including fair lending, cyber security,

data privacy, third-party risk management, and

copyright. And when AI is deployed in a bank, an

even broader set of requirements may apply de-

pending on the use case.

Regulators are often playing “catch-up” with

banks at the forefront of innovation. As a result,

they often suffer from significant disadvantages in

terms of understanding how the technology works,

understanding the uses of AI within financial insti-

tutions, and keeping up-to-date with the latest AI

developments. Of course, further compounding this

challenge is that much of the work in AI innovation

occurs far outside the banking system, including in

the development and testing of generative AI mod-

els and in compiling the data sources on which to

train the models.

Despite these challenges—and the understand-

able regulatory instinct to limit its use in the finan-

cial system—we must avoid this temptation. A few

general principles should govern a coherent regula-

tory approach, which are the same principles that I

apply to innovation generally.9

First, we must understand AI before we consider

whether and how to change our regulatory

approach. With respect to various internal use cases,

the Board has published a compliance program that

governs artificial intelligence.10 One of the founda-

tional elements for a successful approach to AI, and

one mentioned in this plan, is the development and

acquisition of staff expertise.

Many banks have increased AI adoption to an

expanding number of use cases. As this technology

becomes more widely adopted throughout the

financial system, it is critical that we have a coher-

ent and rational policy approach. That starts with

our ability to understand the technology, including

both the algorithms underlying its use and the pos-

sible implications—both good and bad—for banks

and their customers.

In suggesting that we grow our understanding

and staff expertise as a baseline, I acknowledge that

this has been, and is likely to remain, a challenge.

The Federal Reserve and other banking regulators

compete for the same limited pool of talent as

private industry. But we must prioritize improving

our understanding and capacity as this technology

continues to become more widely adopted.

Second, we must have an openness to the adop-

tion of AI. We need to have a receptivity to the use

of this technology and know that successful adop-

tion requires communication and transparency be-

tween regulated firms and regulators. One approach

regulators can use to reframe questions around AI

(and innovation generally) is to adopt a posture that

I think of as technology agnosticism.

We should avoid fixating on the technology, and

instead focus on the risks presented by different use

cases. These risks may be influenced by a number

of factors, including the scope and consequences of

the use case, the underlying data relied on, and the

capability of a firm to appropriately manage these
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risks. Putting activities together may be a helpful

way to get a sense of broad trends (for example, the

speed of AI adoption in the industry), but is inef-

ficient as a way to address regulatory concerns (like

safety and soundness, and financial stability). This

may seem like an obvious point, but at times regula-

tors have fallen prey to overbroad categorizations,

treating a diverse set of activities as uniformly and

equally risky.

This approach allows us to be risk-focused, much

like we try to do with other forms of supervision,

moderating intensity for low-risk activities, and

increasing the intensity for higher-risk ones.

Of course, regulatory agencies do not operate in

a vacuum, so we must also ask what type of coordi-

nation we need to ensure that we promote safe and

sound adoption of AI, and address broader financial

stability risks, both domestically and

internationally. As a threshold matter, we need

coordination both within each agency and among

domestic regulators that play a role in the supervi-

sion and regulation of the financial system, which

requires an environment of open sharing of

information.

A posture of openness to AI requires caution

when adding to the body of regulation. Specifically,

I think we need a gap analysis to determine if there

are regulatory gaps or blind spots that could require

additional regulation and whether the current frame-

work is fit for purpose. Fundamentally though, the

variability in the technology will almost certainly

require a degree of flexibility in regulatory

approach.

CLOSING THOUGHTS

Artificial intelligence has tremendous potential

to reshape the financial services industry and the

broader world economy. While I have suggested in

my remarks that we need not rush to regulate, it is

important that we continue to monitor develop-

ments in AI and their real-world effects. In the long

run, AI has the potential to impact many aspects of

the Fed’s work, from our role in supervising the

payment system, to the important work we do

promoting the safe and sound operation of banks

and financial stability. AI may also play a growing

role in monetary policy discussions, as the introduc-

tion of AI tools alter labor markets, affecting pro-

ductivity and potentially the natural rate of unem-

ployment and the natural rate of interest.

But as we engage in ongoing monitoring—and

expand our understanding of AI technology and

how it fits within the bank regulatory framework—I

think it is important to preserve the ability of banks

to innovate and allow the banking system to realize

the benefits of this new technology.
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REGULATORY DEVELOPMENTS

CFPB Issues Final Rule on Federal Oversight
of Larger Nonbank Digital Payment
Application Providers

On November 21, 2024, the Consumer Financial

Protection Bureau (the “CFPB”) issued a final rule

on its supervision of larger nonbank participants in

the digital payment application market (“Payment

Application Supervision Rule”).1 Under the Pay-

ment Application Supervision Rule, designated

Larger Participants are subject to the CFPB’s ongo-

ing supervisory and examination authority. A

“Larger Participant” under the Payment Applica-

tion Supervision Rule is a nonbank that (1) provides

general-use digital consumer payment applications,

(2) annually transacts at least 50 million consumer

payment transactions in U.S. dollars, and (3) is not

a small business concern based on the Small Busi-

ness Administration’s size standards.2

A nonbank provides a general-use digital con-

sumer payment application by “providing a covered

payment functionality through a digital payment

application for consumers’ general use in making

consumer payment transaction(s).”3 This includes

the provision of payment functionality through
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software programs that consumers generally use

through personal computing devices, such as a

mobile phone, smart watch, tablet, laptop computer,

or desktop computer.4 Payment functionality in-

cludes “[r]eceiving funds from a consumer for the

purpose of transmitting them” or “[a]ccepting from

a consumer and transmitting payment instructions”

or providing a product or service that “[s]tores for a

consumer account or payment credentials, includ-

ing in encrypted or tokenized form; and [t]ransmits,

routes, or otherwise processes such stored account

or payment credentials to facilitate a consumer pay-

ment transaction.”5

For purposes of determining the 50 million

consumer payment transaction threshold, the Pay-

ment Application Supervision Rule only applies to

U.S. dollar transactions.6 The CFPB explains that

this excludes transfers of digital assets, including

cryptocurrency (e.g., Bitcoin and stablecoins)7

because the marketplace for digital currencies is

rapidly evolving, and the agency would like to

continue to “gather data and information regarding

the nature of such transactions and the impact of

digital assets transactions on consumers.”8 This is a

shift from the Payment Application Supervision

Rule’s original proposal in November 2023, which

set a lower threshold of five million transactions

and included digital assets.9

A “consumer payment transaction” is the “trans-

fer of funds by or on behalf of a consumer who

resides in a state to another person primarily for

personal, family, or household purposes.”10 A

“consumer payment transaction” does not include:

E Electronic transfers of funds that are requested

by a sender to a designated recipient that is

sent by an international money transfer pro-

vider;

E A transfer of funds by a consumer that is

linked to a consumer’s receipt of a different

form of funds, such as a transaction for for-

eign exchange; or that is a securities and com-

modities transfer that is excluded from the

definition of “electronic fund transfer” under

Regulation E;

E “A payment transaction conducted by a per-

son for the sale or lease of goods or services

that a consumer selected from that person or

its affiliated company’s online or physical

store or marketplace, or for a donation to a

fundraiser that a consumer selected from that

person or its affiliated company’s platform”;

and

E “An extension of consumer credit initiated

through a digital application that is provided

by a person who is extending, brokering,

acquiring, or purchasing the credit or that

person’s affiliated company.”11

As compared to the proposal, the Payment Ap-

plication Supervision Rule revises the definition of

“consumer payment transaction” to include transac-

tions that are made for consumers “who reside in” a

state, instead of being for consumers that are

“physically located” in a state, so when nonbanks

provide a general-use digital consumer payment ap-

plication to a consumer who does not reside in a

state (such as a foreign national), the transaction

will not be counted toward the threshold.12 In mak-

ing this change, the CFPB acknowledged that most

market participants are more familiar with assess-

ing where a consumer resides than determining a

consumer’s location during a consumer payment

transaction, which can change between transac-

tions, particularly with the use of mobile phones.13

The rule also excludes payment transactions that

merchants and marketplaces conduct through their

own platforms, which diverges from the proposed

rule which only excluded merchants and market-
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places that operated prominently in their own

name.14 The Payment Application Supervision Rule

also deviates from the proposal by excluding from

the definition of “consumer payment transaction”

extensions of consumer credit that are performed

through a digital application and provided by a

person who is “extending, brokering, acquiring, or

purchasing” the credit.15

The Payment Application Supervision Rule

states that a covered person must not be a small

business concern.16 Under the Small Business Act,

a small business concern is one that is indepen-

dently owned and operated, not dominant in its field

of operation, and smaller than the size standards

established by Small Business Administration in 13

C.F.R. § 121.17 Due to the CFPB’s level of re-

sources available, the Payment Application Super-

vision Rule’s exclusion of small businesses is meant

to ensure that the CFPB focuses on larger entities

without requiring all entities with covered consumer

payment transactions to be subject to the agency’s

supervisory and examination authority.18

Under the Payment Application Supervision

Rule, the CFPB expands its authority to allow the

agency to examine Larger Participants for compli-

ance with federal consumer financial laws, assess

risks to consumers, and obtain information about

the Larger Participant’s activities and compliance

systems.19 Examinations can include reviewing

policies, procedures, and business practices to

identify potential violations.20 The CFPB can also

require periodic reporting, conduct on-site visits,

and impose corrective measures or penalties for

noncompliance.21

According to the CFPB, the Payment Applica-

tion Supervision Rule will apply to seven undis-

closed entities who the CFPB estimates to be Larger

Participants, based on the agency’s analysis of

“confidential entity-level transaction

information.”22 The Payment Application Supervi-

sion Rule’s application is narrower in scope than its

proposal as the CFPB originally estimated that the

rule would cover 17 entities.23

The Payment Application Supervision Rule

became effective on January 9, 2025.

You can access the Payment Application Supervi-

sion Rule here: https://www.federalregister.gov/doc

uments/2024/12/10/2024-27836/defining-larger-pa

rticipants-of-a-market-for-general-use-digital-cons

umer-payment-applications.

CFPB Issues Circular on Unfair, Deceptive,
or Abusive Acts or Practices in Credit Card
Rewards Programs

On December 18, 2024, the CFPB issued a circu-

lar (the “Credit Card Rewards Circular”) to give

notice that it has identified certain practices of

credit card companies operating rewards programs

that could violate the prohibition against unfair,

deceptive, or abusive acts or practices (“UDAAP”)

under the Dodd-Frank Act.24 Rewards programs are

a common feature to many credit cards that tend to

be prominently marketed by card issuers, widely

used by consumers, and play a major role in con-

sumer choices on which cards to apply for and use

for any given transaction. The Credit Card Rewards

Circular underscores the CFPB’s position that the

UDAAP prohibition applies broadly to the design,

marketing, and administration of credit card re-

wards programs. The CFPB asserts in the Credit

Card Rewards Circular that covered rewards pro-

gram operators may be liable for UDAAP viola-

tions even if the actions are attributable to a third

party, like a merchant partner, and regardless of

whether covered persons or service providers are

taking actions consistent with rewards program

terms.25 While rewards program operators often

retain the right to unilaterally modify credit card

rewards programs, the CFPB asserts that some
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modifications and actions may constitute UDAAP

violations.

The CFPB identifies three categories of actions

that may violate UDAAP prohibitions:

E Devaluation of rewards that consumers have

already earned.26 The CFPB explains that

consumers often make decisions on whether

to open or use a credit card based on the value

of card benefits and rewards conveyed in a

company’s advertising and other

communications. The CFPB argues that the

devaluation of a consumer’s accrued awards

may be considered unfair or deceptive as it

resembles a bait-and-switch scheme.27

E Revocation, cancellation, or prevention of

consumers’ receipt of rewards based on bur-

ied or vague conditions.28 Fine print disclaim-

ers or vague terms buried in a contract may

conflict with prominent promotional language

advertising the rewards that consumers can

earn and “hinder a consumer’s ability to make

a ‘free and informed choice.’ ”29 As a result,

the CFPB explains that consumers may not

understand the vague or buried terms, which

can cause monetary injury in the form of lost

rewards value.

E Failure to deliver earned rewards or the in-

ability to redeem rewards.30 In offering re-

wards programs, operators make representa-

tions to consumers about how rewards can be

redeemed and are ultimately responsible for

administering the rewards program as

represented. The CFPB explains that, when

consumers lose points in the course of at-

tempting to redeem rewards due to system

failures, such issues may constitute deceptive

or unfair practices because consumers have a

reasonable basis to believe they were purchas-

ing products or services with their points,

which never occurred as a result of the system

failure and consumers must often spend “sig-

nificant time and resources trying to obtain

[a] refund” of unredeemed points.31

In conjunction with the Credit Card Rewards

Circular, the CFPB also issued a credit card report

(the “Credit Card Report”) identifying several is-

sues of concern with retail credit cards. The Credit

Card Report explains that retail credit cards are gen-

erally more expensive than general purpose credit

cards, with higher annual percentage rates averag-

ing 32.66% in December 2024 for new accounts.32

Based on consumer complaints regarding retail

credit cards, the CFPB also identifies issues with

aggressive sales tactics at the point of sale, inability

to redeem promotions, consumer confusion about

the products they signed up for, and frustration with

paper statement fees and late fees.33 The CFPB sug-

gested that the “heightened risks” in the retail credit

card market deserve separate attention and stated

that it will continue to monitor the market to ensure

compliance with federal consumer financial laws.34

You can access the Credit Card Rewards Circular

here: https://www.federalregister.gov/documents/

2024/12/30/2024-30988/consumer-financial-protec

tion-circular-2024-07-design-marketing-and-admin

istration-of-credit-card?utm_campaign=subscriptio

n+mailing+list&utm_medium=email&utm_sourc

e=federalregister.gov.

You can access the Credit Card Report here : htt

ps://www.consumerfinance.gov/data-research/rese

arch-reports/issue-spotlight-the-high-cost-of-retail-

credit-cards/.

CFPB Proposes Interpretive Rule Clarifying
How the EFTA and Regulation E Applies to
Emerging Payments

On January 10, 2025, the CFPB published an
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interpretive rule and request for comment on the

applicability of the EFTA and Regulation E to new

and emerging forms of payments, fund transfers,

and digital technologies (“Emerging Payments

Interpretive Rule”).35 The Emerging Payments

Interpretive Rule concludes that persons offering

new methods to transfer funds should understand

whether their account meets certain definitions in

the EFTA and Regulation E and, therefore, are

subject to regulatory compliance requirements.36

The Emerging Payments Interpretive Rule stems

from the CFPB’s research into emerging forms of

payments, fund transfers, and digital technologies

for “personal, family, or household purposes.”37 In

2021, the CFPB inquired into large technology

firms’ and digital payment applications’ payments

offerings, learning more about how these firms

provide accounts for storing and transmitting

funds.38 A working group on financial markets also

published a report in November 2021 discussing

financial stability and concerns about bank and

nonbank issuance of stablecoins, noting that laws

and regulations (including the EFTA) protect con-

sumers when using payments services.39 Addition-

ally, in April 2024, the CFPB published a report on

the business practices of gaming platforms and

game players’ use of the platforms to convert U.S.

dollars into virtual currency.40

In the Emerging Payments Interpretive Rule, the

CFPB evaluates how emerging payment methods

could be subject to the EFTA and Regulation E.

Under the EFTA and Regulation E, an electronic

fund transfer (“EFT”) “generally means any transfer

of ‘funds’ that is initiated through an electronic

terminal, telephone, computer, or magnetic tape for

the purpose of ordering, instructing, or authorizing

a financial institution to debit or credit a consumer’s

account.”41 In reviewing the definition of “financial

institution,” the CFPB explains that it includes

“nonbank entities that directly or indirectly hold an

account belonging to a consumer, or that issue an

access device and agree with a consumer to provide

EFT services.”42 Further, the CFPB asserts that the

term “funds,” which is not defined in the EFTA or

Regulation E, is “broadly understood” to include

more than just fiat currencies.43 The CFPB claims

that “funds” includes any “assets that act or are used

like money,” such as “stablecoins, as well as any

other similarly-situated fungible assets that either

operate as a medium of exchange or as a means of

paying for goods or services.”44

The CFPB also evaluates what constitutes an

“account” under the EFTA and Regulation E, which

is defined as a “demand deposit (checking), sav-

ings, or other consumer asset account . . . estab-

lished primarily for personal, family, or household

purposes.”45 The CFPB explains that “account” can

include any account “into which funds can be

deposited” with functionality similar to a checking

or savings account, such as “paying for goods or

services from multiple merchants, ability to with-

draw funds or obtain cash, or conducting person-to-

person transfers.”46 The CFPB claims this could

include video game accounts, virtual currency wal-

lets, and credit card rewards points accounts. Based

on the CFPB’s interpretations, persons offering

these types of accounts through which consumers

can conduct transfers must comply with the EFTA

and Regulation E with respect to such account and

transfers, including disclosing the terms and condi-

tions of the accounts and EFT services, investigat-

ing and resolving errors, complying with limits on

a consumer’s liability for unauthorized EFTs, and

providing periodic statements.

Comments on the Emerging Payments Interpre-

tive Rule are due by March 31, 2025.

You can access the Emerging Payments Interpre-

tive Rule here: https://www.federalregister.gov/doc
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uments/2025/01/15/2025-00565/electronic-fund-tr

ansfers-through-accounts-established-primarily-fo

r-personal-family-or-household.

LITIGATION AND ENFORCEMENT
DEVELOPMENTS

Technology Trade Groups File Suit Against
the CFPB Over Its Payment Application
Supervision Rule

On January 16, 2025, technology trade groups

TechNet and NetChoice, LLC (the “Tech Plain-

tiffs”)47 filed a lawsuit (the “Tech Group Com-

plaint”) against the CFPB, accusing the agency of

arbitrarily and capriciously exceeding its authority

in violation of the Dodd-Frank Act and Administra-

tive Procedure Act (“APA”) when it issued the Pay-

ment Application Supervision Rule.48 The Payment

Application Supervision Rule, issued by the CFPB

on November 21, 2024, requires designated Larger

Participants to be subject to the CFPB’s ongoing

supervisory and examination authority.49 A “Larger

Participant” under the Payment Application Super-

vision Rule is a nonbank that (1) provides general-

use digital consumer payment applications, (2) an-

nually transacts at least 50 million consumer

payment transactions in U.S. dollars, and (3) is not

a small business concern based on the Small Busi-

ness Administration’s size standards.50

In the Tech Group Complaint, the Tech Plaintiffs

allege that the CFPB passed the Payment Applica-

tion Supervision Rule in violation of the agency’s

statutory authority and without appropriately con-

sidering the rule’s costs and benefits.51 The Tech

Plaintiffs assert that, under the Dodd-Frank Act, the

CFPB’s supervisory authority for nonbanks must

be “risk-based” and that the CFPB exceeded its

statutory authority because it referenced only

speculative future risks that “may” occur, failed to

identify any “actual harms or risks to consumers”

in the target market and failed to find a “gap” in

regulatory oversight as the financial products and

services covered by the Payment Application Super-

vision Rule are already subject to supervisory

oversight under state law.52 The Tech Plaintiffs also

allege that the CFPB exceeded its authority under

the Dodd-Frank Act by applying its supervisory

authority to “any consumer financial product[. . .]

or service[. . . that is] offered by a covered com-

pany, so long as that company offers one product

that qualifies for supervision[. . .]” rather than

limiting its supervisory authority to the target mar-

ket as required under the Dodd-Frank Act.53 The

Plaintiffs also claim that the Payment Application

Supervision Rule is arbitrary and capricious, in

violation of the Dodd-Frank Act and the APA, since

the CFPB inappropriately identified the target mar-

ket by “combining funds transfer functionalities

and payment wallet functionalities” in the same

“overly broad” market without making an “ap-

propriate” cost-benefit analysis or considering

important distinctions between such

functionalities.54 Given these deficiencies in the

Payment Application Supervision Rule, the Tech

Plaintiffs request that the court vacate and set aside

the rule, declare that the CFPB exceeded its statu-

tory authority, and enjoin the CFPB from taking ac-

tion under the rule.

The case before the United States District Court

for the District of Columbia is TechNet et. al. v.

Consumer Financial Protection Bureau et. al., Case

No. 1:25-cv-00118. You can access the docket here:

https://ecf.dcd.uscourts.gov/cgi-bin/DktRpt.pl?

166051013683706-L_1_0-1.

CFPB Files Suit against Early Warning
Services and Owner Banks Over Zelle Fraud

On December 20, 2024, the CFPB filed a lawsuit

against Early Warning Services, LLC (“EWS”),

Bank of America, N.A. (“BofA”), JPMorgan Chase
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Bank, N.A. (“Chase”), and Wells Fargo Bank, N.A.

(“Wells Fargo,” collectively, the “Defendant

Banks”) accusing the defendants of failing to

protect consumers from fraud that was perpetrated

through the Zelle payments network (“Zelle Fraud

Complaint”).55 The CFPB brought the lawsuit

against EWS, as the operator of the Zelle network

and the entity that establishes and oversees the Zelle

network’s rules, and against the Defendant Banks,

as the largest participating financial institutions in

the Zelle network and owners of EWS. In the Zelle

Fraud Complaint, the CFPB claims that EWS and

the Defendant Banks “rushed” Zelle to market to

compete against burgeoning payment apps and

without instituting effective anti-fraud safeguards

or complying with consumer financial protection

laws.56 The CFPB alleges that, as a result of these

actions, EWS and the Defendant Banks violated the

Consumer Financial Protection Act (“CFPA”) and

engaged in unfair acts or practices.57 The CFPB also

alleges that the Defendant Banks violated the EFTA

and Regulation E.58

The CFPB asserts that EWS and the Defendant

Banks engaged in unfair acts or practices in viola-

tion of the CFPA by failing to prevent fraudulent

use of the Zelle network. Specifically, the CFPB as-

serts that EWS violated the CFPA as it failed to

implement effective fraud prevention measures,

provide adequate information about payment recipi-

ents, and monitor and enforce the Zelle network

rules.59 The CFPB alleges that part of EWS’s fail-

ure was in the design of the Zelle sign-up process,

which the CFPB argues was intended to be “inten-

tionally fast and frictionless” and which does not

include sufficient fraud prevention measures or

network rules to authenticate Zelle users’ identities

or verify their access to Zelle tokens.60 The CFPB

explains that EWS permits consumers to enroll in

Zelle using their email address or phone number as

a token, to associate multiple tokens to one bank

account, to enroll at multiple financial institutions

with different tokens, and to reassign tokens to

other financial institutions.61 The CFPB alleges that

the Zelle network also allows a consumer to send

money to another consumer by using the recipient’s

email address or phone number even if the recipient

has not registered such email address or phone

number with Zelle.62 In that case, the recipient ac-

cesses the money by simply registering the token.63

The CFPB claims that the ease of enrolling, register-

ing, and reassigning tokens and the ability to receive

funds to unregistered tokens allowed bad actors to

perpetuate fraud on the Zelle network because the

bad actors could frequently change tokens in order

to avoid detection and register new tokens after

receiving funds.64 The CFPB also alleges that EWS

failed to provide complete information to consum-

ers about the identity of recipients before sending

funds, which made it easier for bad actors to com-

mit fraud by misrepresenting the recipient’s identity

or account ownership.65 In supporting its position,

the CFPB mentions various fraud schemes that

were perpetrated through Zelle which resulted in

both unauthorized fraud, such as account takeovers,

and induced fraud, such as goods and services,

romance, and impersonation scams.66

The CFPB also claims that EWS engaged in

unfair acts or practices by “failing to take timely,

appropriate, and effective network-wide measures

to prevent, detect, limit, and address Zelle fraud.”67

The CFPB states that EWS did not appropriately

provide risk-related information to financial institu-

tions when the financial institutions paused or

blocked a suspicious or risky transfer.68 The CFPB

also alleges that EWS did not appropriately require

financial institutions to make timely, accurate

reports about fraud, because such reporting was

limited to disputes involving unauthorized fraud

and did not include disputes related to induced

fraud.69 The CFPB alleges that EWS also did not
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appropriately supervise and enforce the Zelle net-

work rules against participating financial institu-

tions, and EWS was aware that some financial

institutions were violating the rules that EWS

designed to protect against fraud.70

In the Zelle Fraud Complaint, the CFPB asserts

that the Defendant Banks engaged in unfair acts or

practices in violation of the CFPA by failing to

implement effective fraud prevention measures,

which included failures to properly authenticate

Zelle users’ identities during registration.71 The

CFPB also alleges that the Defendant Banks’ fail-

ure to provide adequate information to consumers

about the recipients of Zelle transfers, such as the

full name of the recipient, and failure to suspend or

restrict customers repeatedly accused of fraud from

using Zelle constitutes unfair acts or practices by

the Defendant Banks.72 In discussing these alleged

unfair acts and practices, the CFPB notes that the

Defendant Banks’ failures led to both unauthorized

fraud and induced fraud.73

The CFPB alleges that the Defendant Banks

failed to afford their consumers the protections

required under the EFTA and Regulation E in con-

nection with Zelle transfers.74 The CFPB asserts

that the Defendant Banks failed to reasonably

investigate notices of errors related to unauthorized

and incorrect transfers by reviewing only their

internal records and not reviewing information held

by EWS or by the other financial institutions in-

volved in the Zelle transfer and instead relying only

on “incomplete and non-dispositive information.”75

Additionally, the CFPB asserts that when bad ac-

tors obtained an access device, such as a one-time

passcode, phone, or laptop, via fraud or theft and

used the access device to initiate a Zelle transfer,

the Defendant Banks failed to treat such transfers

as unauthorized and denied consumers’ error

claims.76 The CFPB also alleges that BofA and

Chase failed to “reasonably” investigate notices of

errors involving transfers that were misdirected as a

result of token directory errors and failed to treat

such misdirected transfers as errors.77

According to the CFPB, the defendants’ failures

resulted in millions of complaints about fraud

involving Zelle and over $800 million in fraud

losses.78 In seeking judicial relief, the CFPB has

requested a permanent injunction on the defendants

against further CFPA, EFTA, and Regulation E

violations; monetary relief; a civil monetary pen-

alty; costs against the defendants; and any ad-

ditional injunctive or other relief the court finds

necessary.79

The case before the United States District Court

for the District of Arizona is Consumer Financial

Protection Bureau v. Early Warning Services, et al.,

Case No. 2:24-cv-03652-SMB. You can access the

docket here: https://ecf.azd.uscourts.gov/cgi-bin/D

ktRpt.pl?10145095775846-L_1_0-1.

Google Payment Corporation Challenges
CFPB Supervision Designation in Federal
Lawsuit

On December 6, 2024, Google Payment Corpora-

tion (“GPC”)80 sued the CFPB in the U.S. District

Court for the District of Columbia (“GPC Com-

plaint”),81 following the CFPB’s assertion of super-

visory authority over GPC (“CFPB Supervision

Decision and Order”).82 GPC argues that the CFPB

lacks a reasonable basis for exercising supervisory

authority over GPC under the CFPA83 because the

CFPB relied on a small number of unsubstantiated

complaints relating to consumer financial products

and services that GPC has since retired from use to

make its determination.84 At the time the CFPB ini-

tiated the administrative process to designate GPC

for direct CFPB supervision in March 2023, GPC

had three relevant products in operation: (i) a peer-
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to-peer payment product (“P2P”), (ii) a stored-value

product known as Google Pay Balance, and (iii) a

virtual Google Pay Balance Card for in-store and

online merchant purchases. All three products were

accessible through the Google Pay application

(“Google Pay App”) or Google Pay’s web interface

until they were retired on June 7, 2024.85 GPC al-

leges that the CFPB’s supervision designation (1)

exceeds statutory authority, (2) is arbitrary and

capricious, (3) failed to follow procedures required

by law, and (4) is unsupported by substantial

evidence.86 GPC is seeking to have the designation

vacated and set aside by the court.87

The CFPB’s supervision designation is based on

its use of a previously “dormant provision” of the

Dodd-Frank Act and a related procedural rule is-

sued by the CFPB in 201388 to “supervise nonbank

financial companies where [the CFPB has] reason-

able cause to believe that the company is posing

risk to consumers.”89 In a blog post on May 5, 2022,

the CFPB announced plans to use a “risk-based

prioritization process” to determine which nonbank

entities will be subject to supervisory examinations

under this dormant provision.90 In subsequent posts,

the CFPB suggested it could use such authority to

supervise tech companies in the consumer pay-

ments market.91

The GPC Complaint first claims that the CFPB

exceeded its statutory authority under the CFPB in

designating GPC for supervision because GPC’s

activities do not rise to a sufficient level of risk to

support the designation. GPC refutes the CFPB’s

interpretation of the CFPA as authorizing a supervi-

sion designation of an entity engaged in “conduct

that poses risks to consumers,” without requiring a

showing of material or substantial risk.92 GPC

argues that the CFPB’s interpretation of its statu-

tory authority would mean it has authority to super-

vise any entity that offers any consumer financial

product or service, because the CFPB has previ-

ously acknowledged that all consumer financial

products and services present some risk.93 GPC fur-

ther claims that the CFPB cannot base a supervi-

sion designation solely on past risks.94 Following

the June 2024 retirement of GPC’s Google Pay App,

the P2P payment product and Google Pay Balance

stored value product are no longer available to

consumers in the United States.95 GPC claims that

the decision to retire the products was not made to

evade supervision,96 and that following the retire-

ment there is no current or future risk to consumers

from these products or related services.97 Accord-

ing to the GPC Complaint, the CFPB’s expansive

interpretation that it has authority to supervise any

company creating any risk of any kind presents a

number of constitutional issues.98 GPC claims the

interpretation intrudes on state regulations, violates

the major questions doctrine by asserting authority

Congress has not clearly granted it, and violates the

non-delegation doctrine because the CFPB fails to

identify an intelligible principle based on the stat-

ute to guide the CFPB’s discretion in making super-

vision designations.99

GPC next alleges that the CFPB’s determination

to subject GPC to supervision is arbitrary and capri-

cious on multiple grounds. GPC claims the CFPB

failed to justify why its arguments were sufficient

to meet statutory requirements and ignored contrary

evidence presented by GPC.100 For example, GPC

indicates that it investigated the complaints identi-

fied in the CFPB’s allegations of risks to consumers

and provided explanations of the outcomes to the

CFPB to demonstrate that GPC has sufficient poli-

cies and acted appropriately.101 In addition, GPC

provided evidence of its compliance program and

argued that it is already subject to examination by

state regulators.102 According to GPC, the CFPB

ignored this evidence.103 GPC also alleges that the

CFPB, throughout the administrative proceeding,
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threatened GPC that the CFPB would publicize

concerns about consumer risks of GPC products if

GPC did not consent to supervision.104 GPC alleges

that the CFPB arbitrarily and capriciously changed

its policy to allow public release of supervision

designations in 2022 in order to use the threat of

publicity to coerce companies into consenting to

supervision, as the CFPB is doing with GPC.105

GPC alleges that the CFPB committed additional

procedural violations in contravention of law in

making its supervision designation. According to

the GPC Complaint, the CFPB violated its own

procedural rules by failing to articulate a discern-

ible standard for how the CFPB was assessing the

risk posed to consumers, failing to provide all bases

for supervision in the initial Notice of Reasonable

Cause, changing the bases for its designation

throughout the administrative proceeding, and fail-

ing to explain the majority of evidence and docu-

ments on which the CFPB relied in its assessment

of risk.106 The CFPB cited 33 complaints in its

supplemental brief that were not raised in the initial

Notice of Reasonable Cause.107

Finally, GPC alleges in its complaint that the

CFPB lacked evidentiary support for the supervi-

sion designation. The initial Notice of Reasonable

Cause cited a lack of prior federal oversight of GPC

and insufficient error resolution policies in viola-

tion of Regulation E.108 GPC claims that the CFPB

misread its error resolution policies and ignored the

statutory requirement to give weight to state

supervision.109 GPC also alleges that the CFPB

failed to identify sufficient evidence of conduct that

poses risks to consumers.110 The CFPB indicated it

relied on 267 consumer complaints, 33 of which

are described in the CFPB’s supplemental brief.111

The CFPB did not describe the details of its con-

cerns relating to the other 234 complaints.112 GPC

also argues that 267 is an insufficient volume of

complaints to be indicative of consumer risk when

viewed in the context of the millions of P2P transac-

tions that GPC processed in the relevant period.113

The case before the United States District Court

for the District of Columbia is Google Payment

Corporation v. Consumer Financial Protection Bu-

reau, Case No. 1:24-cv-03419. You can access the

docket here: https://ecf.dcd.uscourts.gov/cgi-bin/D

ktRpt.pl?275545.

Customers Sue Fintech Partner Banks After
Synapse Failure

On November 22, 2024, and November 23, 2024,

three separate class action complaints (“Partner

Bank Complaints”) were filed against Evolve Bank

& Trust, Evolve Bancorp, Inc., AMG National

Trust, Lineage Bank, and American Bank, Inc. (col-

lectively, the “Partner Banks”), the banks that

partnered with Synapse Financial Technologies,

Inc. (“Synapse”) in connection with Synapse’s

fintech product offerings.114 The Partner Bank

Complaints were filed by the customers of the

fintechs who used Synapse to manage their custom-

ers’ funds and account records.

According to the Partner Bank Complaints,

Synapse opened deposit accounts on behalf of about

100 fintech companies and their customers at the

Partner Banks and, in the wake of Synapse’s bank-

ruptcy in April 2024, it was discovered that about

$85 million in customer funds across 100,000

customers were unaccounted for in the records of

either Synapse or the Partner Banks.115 In the

Partner Bank Complaints, the plaintiffs allege that

Synapse and the Partner Banks failed to maintain

adequate records of customer funds and that the

Partner Banks have failed to return all deposited

funds, leaving many customers without access to

their funds.116 The plaintiffs further allege the

Partner Banks were aware of the compliance issues
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before Synapse’s bankruptcy, failed to maintain

contingency and business continuity plans for the

potential failure of Synapse, and failed to maintain

or obtain adequate records related to the deposited

funds.117 The plaintiffs allege that these facts sup-

port causes of action against the Partner Banks for

money had and received, unjust enrichment, negli-

gence, and conversion.118

The Partner Bank Complaints are before the

United States District Court for the District of

Colorado. You can access the dockets here: Margul

et al. v. Evolve Bank & Trust, et al., No. 1:24-cv-

03259: https://ecf.cod.uscourts.gov/cgi-bin/DktRp

t.pl?173812195818433-L_1_0-1, Saquin et al. v.

Evolve Bank & Trust, et al., No. 1:24-cv-03262: htt

ps://ecf.cod.uscourts.gov/cgi-bin/DktRpt.pl?

15053645870531-L_1_0-1, and Miller v. Evolve

Bank & Trust, et al., No. 1:24-cv-03261: https://ec

f.cod.uscourts.gov/cgi-bin/DktRpt.pl?

18783454262113-L_1_0-1.
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