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What is Generative AI?

Generative AI
Generative AI tools can create new content, such as text, computer code, images, audio, sound, and video, in

response to a user’s prompt, often in the form of a short written description of the desired output. Generative AI

tools are based on machine learning, trained using enormous amounts of data.  Generative AI tools are built on a

system of inputs and outputs. First, the tool goes through a machine learning period whereby it is trained to

generate predictive models and creative outputs through a large data set, often varied and diverse but tailored to

the goal of the tool (i.e., customer service, generating scientific or marketing models, etc.). For in-house tools, this

can be done with the company’s own data; for larger tools such as ChatGPT, this is done with the creator’s data set.

 Once the tool has been trained, the individual user “inputs” a short prompt for the tool to synthesize and

produce an “output.” Inputs are often retained on the servers controlled by the company that supports the tool, for

monitoring of the tool’s performance and, in some cases, continued learning. The “outputs” are created by

combining the machine learning during the training period with the inputs to produce an output.

Even though Generative AI has only recently become widely available to the public, these tools are already routinely

being used in the workplace. Recent studies have found that 56% of workers have tried using Generative AI in the

workplace, with nearly 1 in 10 employing the technology on a daily basis.  Another study found that sensitive data,

which may include the company’s own competitively sensitive data or client sensitive data, comprises up to 11% of

what employees paste into the tool.  Even more troublingly, source code was the second‑most common type of

confidential data provided to ChatGPT in the six-week period studied.  However, AI tools can be programmed in

various ways to avoid disclosing certain types of information.  This is both promising, in that protections are

possible, and troubling, in that there are many ways that trade secrets may be implicated using Generative AI.

Winston & Strawn has developed a dedicated multi-disciplinary AI team with extensive familiarity with the trends and

regulations in the rapidly changing area of AI.
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